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A PRACTICAL GUIDE TO REMAINING UNIDENTIFIABLE ONLINE ] - Y A
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Doxxing is the act of collecting and publishing private . et ~'T¢;§é
information about someone. Being undoxxable means ' 444 ATe e
minimizing data trails, separating identities, and r _ _ .
controlling what can be linked back to you. The wise man makes his own decisions an
/ ignorable data point.” - rdctd
1 MINDSET

Threat model yourself.
Who might want to dox you, and why?
What are they capable of?

Minimize exposure.

starts with what you don’t post.

o
&

Don't share unnecessary details. OPPEC

2 DIGITAL HYGIENE

with a password manager.

Enable 2FA everywhere.
P Use hardware keys (YubiKey)
where possible.

Use strong, unique passwords Disable telemetry & syncing.
@ Turn off data collection in 0S,

browsers, and apps.

!;i Clear metadata.
‘ Strip EXIF from images and

documents.

Assume everything is public. /N Keep software updated. B Use secure communication.
Act like all data is permanent and i K-/  Patch 0S, browsers, and apps Signal for messaging.
searchable. | regularly. PGP for email.
f§i§j Compartmentalize. (::J g:$vE£;:ﬂCY'TESDECtiHE ‘ Verify links & files. |
N ‘ : <Jﬁ> S . |
giza:iﬁuiﬁr;nles, devices, accounts, Proton, Mullvad, Signal, Avn:tclhphlshmg and malicious
) | Bitwarden, etc. attachments.
3 IDENTITY SEPARATION
ALIAS EMAIL PHONE SOCIAL MEDIA PAYMENTS & DEVICES &
MANAGEMENT SECURITY SECURITY DISCIPLINE FINANCE ACCOUNTS
S < ] gar =]
[ |
» Use consistent » Use alias email ~ +Don't use your real =« Don’t post personal | « Use privacy-focused &+ Use separate devices
aliases per persona. providers. number . info or real-life payment methods. for separate
« Never reuse * Don't use personal * Use VoIP or burner EISC LN » Avoid linking ldentities.
usernames across email anywhere. numbers. » Avoid geotags real identity to *» Don’t mix accounts
contexts. Disable email Never link Social and location transactions. on the same
. o ' " v check-ins. b file.
» Avoid variations previews and accounts to your ' _ *» Use crypto with Fowser/profile
that link back remote content. number . * Don’t engage in OPSEC (see §5). * Log out and clear
to you. identity-revealing sessions.

behavior.
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4 NETWORK ANONYMITY

¥ Use Tor for anonymity.

(‘» Route traffic through Tor Browser.
Never log in to personal accounts.

Use a VPN (no-logs).
Mullvad, IVPN, or other audited providers.

Never rely on free VPNs.

Avoid IPvé leaks.
Disable IPv6 or ensure it's routed
through VPN/Tor.

Block trackers & ads.
@ Use uBlock Origin, Brave, or
privacy-focused DNS.

7 THINGS THAT DOXX YOU

> Real name, photos, addresses, or ID docs
> Reused usernames or emall addresses

> Personal stories, dates, or life events

> Friends & family connections

> Location data (GPS, Wi-Fi, EXIF) |

> Public records & data broker leaks "
> Social engineering

5 CRYPTO OPSEC

Don't KYC.

Avoid exchanges that require
identity verification.

Use privacy coins.
Monero » Zcash » Bitcoiln
(for privacy).

D Dbe

Break address linkability.

Use new addresses, coin mixing
with caution, or decentralized
| exchanges,

0

Use hardware wallets and
strong passphrases.

|
Secure your wallets.

o)

8 DAILY CHECKLIST

Use VPN or Tor for sensitive activities
Don't reuse identifiers across contexts
Check privacy settings on all accounts
Review and revoke app permissions
Clear cookies, cache, and metadata
Verify 2FA and account recovery info
Search your handles and names regularly
Stay informed and adapt

00000000

> stay private, stay free_

6 PHYSICAL

Protect

Full-disk encryption, strong
lock screens.

Tape over cameras, disable
mics when not 1n use.

Control

Be aware
hear you.

Don’t carry links.

@ Avoid items, receipts, or
cards that reveal identities.

REMEMBER

Perfect anonymity doesn’t exist.
The goal 1s to make 1t expensive,
time-consuming, and uncertain

to reveal who you

[_;;er@upﬁec:"s stay private, stay free_

Q Beware of cameras & mics.
®)

OPSEC

your devices.

your environment.
of who can see or

are. .
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