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A FRAMEWORK FOR CATEGORIZING INTELLIGENCE GAPS ba o
TO PRIORITIZE COLLECTION AND CHALLENGE ASSUMPTIONS. o

REF: KUH-d?A—I

‘ ‘ THERE ARE KNOWN KNOWNS.
THERE ARE THINGS WE KNOW WE KNOW.
THERE ARE KNOWN UNKNOWNS.

THAT IS TO SAY, THERE ARE THINGS
THAT WE NOW KNOW WE DON'T KNOW.

BUT THERE ARE ALSO UNKNOWN UNKNOWNS.

THE ONES WE DON'T KNOW WE DON'T KNOW.
— DONALD RUMSFELD
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WHAT WE KNOW.

KNOWN

we are confident about. ﬂ?
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' 2 KNOWN

WE KNOW WE DON'T KNOW,

Gaps in our knowledge
about known capabilltles
or intentions.

7] INCOMPLETE DATA

 UNKNOWNS ™"

& — PAYLOAD = [¢
- MoBILITY = ?

_ | AUNCH PLATFORM = €

10 tanks in their
1st Armored Division.

%) VERIFIED SUURCEST 8 25 | ({iil UNCERTAIN PARAMETERS
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== RELIABLEDATA 7=~ V7% | % VARIABLES AT LARGE
EXAMPLE: EXAMPLE:
We know they have We know they are developing

a new missile, but we don't
know its range or payload.

| UNKNOWN
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THINGS WE KNOW,
BUT DON'T REALIZE WE KNDW

Information we have access
to but fail to connect or
recognize as significant.

ADVERSARY'S CAPABLITIES

- DISCONNECTED DATA
{G> ANALYTIC BLIND SPOTS
<2 SILOED INFORMATION

KNOWNS _ E’tﬂ

4 " UNKNOWN
- UNKNOWNS

THINGS WE DON'T EVEN KNOW
WE DON'T KNOW.

Complete blind spots.

frame of reference.
@ UNFORESEEN THREATS

) PARADIGM SHIFTS
Ja/, BLACK SWAN EVENTS

EXAMPLE:

An analyst has a piece of
data that, combined with
another set, reveals a
critical pattern.

UNKNOWN

Unforeseen threats, technologies, ;
or intentions beyond our current
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EXAMPLE:

or strategy emerges that
we never anticipated.

A completely new technology &=
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HOW TO USE THIS MATRIX

MAP THE LANDSCAPE PRIORITIZE COLLECTION g CHALLENGE ASSUMPTIONS IN REVIEW & ADAPT
Plot what you know about Focus resources on moving L Actively question what might \’ ) Reassess regularly as new
the adversary and where items from right to left, C exist in the Unknown information emerges and
your knowledge is incomplete especially Known Unknowns. Unknowns quadrant. the threat environment
or non-existent. evolves.
_ ﬁ INTELLIGENCE IS NOT .JUST ABUUT WHAT YOU KNOW — (RDCTD]
L_ ITS ABEIUT RECDGNIZING WHAT YDU DON'T. REF: KUM-47A
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